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(ZEE 8
1-1. RFPEREE TV 7 bo o 7EBICIAT 72 SBOM (Software Bill of Materials) (O AIZRS
T % F5] ver2. 0]
https://www. meti. go. jp/press/2024/08/20240829001/20240829001. html
1-2. CISA [Stakeholder—Specific Vulnerability Categorization (SSVC) |

https://www. cisa. gov/resources—tools/resources/stakeholder—specific—vulnerability—

categorization—ssvc
1-3. IPA THESSPEXHNICR TS U A7 FMFIEDE L)

https://www. ipa. go. jp/jinzai/ics/core_human_resource/final project/2024/risk—

assessment—methods. html

1-4. RFPFEZEAY TASM (Attack Surface Management) AN A & 2 A~ ERH 5 R H S 5 1HH
ZRWTHMBO 1T ERELFHER LERT 5~

https://www. meti. go. jp/press/2023/05/20230529001,/20230529001. html

1-5. IPA TZ&72 7 =74 A+ OEAEBIZAIT TO 20 7 5

https://www. ipa. go. jp/security/vuln/websecurity/sitecheck. html

1-6. IPA TEC ¥ MEH - EHEX 2V T 4 UA KT A ]

https://www. ipa. go. jp/security/guide/vuln/guideforecsite. html

2-1. RRUFPEEE - NEIEREZRY A N—HfhE (A4 3—o T THEHFITRD LN EEIFIC
4204 RT4 )

https://www. meti. go. jp/press/2025/03/20260331001/20260331001. html

2-2. TPA TEF 2 VT 4 « A - THA 2 FAfEHE)

https://www. ipa. go. jp/jinzai/ics/core_human_resource/final project/2022/ngi93u0000002ke
f-att/000100451. pdf

2-3. TUHNT [BUFERS AT HCBTL2EX2 VT4 - A - TS T KTA ]
https://www. digital. go. jp/assets/contents/node/basic_page/field ref resources/e2a06143—
ed29-4f1d-9c31-

0f06fcab7afc/7e3e30b9/20240131 resources_standard_guidelines_guidelines_01. pdf

2-4. NICT M[EEMuE] R CHEBIRR, ZORKRO—20% 77 VIS O — K
=)

https://cynex. nict. go. jp/pdf/library/lettice/261013-01. pdf

2-5. OWASP TOWASP API Security Top 10 — API1:2023 Broken Object Level Authorization]

https://api—security. owasp. org/editions/2023/en/0xal-broken—object—level-authorization/
2-6. OWASP TOWASP API Security Top 10 — API5:2023 Broken Function Level Authorization|

https://api—security. owasp. org/editions/2023/en/0xab-broken—function—level—

authorization/

2-7. OWASP TOWASP Mobile Top 10 2024 — M1: Improper Credential Usage]

https://owasp. github. io/www—project-mobile-top—10/2023-risks/ml-improper—credential-
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https://www.meti.go.jp/press/2024/08/20240829001/20240829001.html
https://www.cisa.gov/resources-tools/resources/stakeholder-specific-vulnerability-categorization-ssvc
https://www.cisa.gov/resources-tools/resources/stakeholder-specific-vulnerability-categorization-ssvc
https://www.ipa.go.jp/jinzai/ics/core_human_resource/final_project/2024/risk-assessment-methods.html
https://www.ipa.go.jp/jinzai/ics/core_human_resource/final_project/2024/risk-assessment-methods.html
https://www.meti.go.jp/press/2023/05/20230529001/20230529001.html
https://www.ipa.go.jp/security/vuln/websecurity/sitecheck.html
https://www.ipa.go.jp/security/guide/vuln/guideforecsite.html
https://www.meti.go.jp/press/2025/03/20260331001/20260331001.html
https://www.ipa.go.jp/jinzai/ics/core_human_resource/final_project/2022/ngi93u0000002kef-att/000100451.pdf
https://www.ipa.go.jp/jinzai/ics/core_human_resource/final_project/2022/ngi93u0000002kef-att/000100451.pdf
https://www.digital.go.jp/assets/contents/node/basic_page/field_ref_resources/e2a06143-ed29-4f1d-9c31-0f06fca67afc/7e3e30b9/20240131_resources_standard_guidelines_guidelines_01.pdf
https://www.digital.go.jp/assets/contents/node/basic_page/field_ref_resources/e2a06143-ed29-4f1d-9c31-0f06fca67afc/7e3e30b9/20240131_resources_standard_guidelines_guidelines_01.pdf
https://www.digital.go.jp/assets/contents/node/basic_page/field_ref_resources/e2a06143-ed29-4f1d-9c31-0f06fca67afc/7e3e30b9/20240131_resources_standard_guidelines_guidelines_01.pdf
https://cynex.nict.go.jp/pdf/library/lettice/261013-01.pdf
https://api-security.owasp.org/editions/2023/en/0xa1-broken-object-level-authorization/
https://api-security.owasp.org/editions/2023/en/0xa5-broken-function-level-authorization/
https://api-security.owasp.org/editions/2023/en/0xa5-broken-function-level-authorization/
https://owasp.github.io/www-project-mobile-top-10/2023-risks/m1-improper-credential-usage.html

usage. html
2-8. OWASP TOWASP API Security Top 10 — API4:2023 Unrestricted Resource Consumption]
https://api—security. owasp. org/editions/2023/en/0Oxa4-unrestricted-resource—consumption/

2-9. OWASP lApplication Security Verification Standard (ASVS) |

https://owasp. org/projects/asvs
2-10. EHEX =2V T 4 — B REEFREERRGIE (FREX=2) 7 0 b —E X AR
https://sss—erc. org/iss_book/vds/

31 A REZ A S EAFROKREICET 2IERICHOWTOTA R > (@l ] (%
FESEDEE)

https://www. ppc. go. jp/personalinfo/legal/guidelines_tsusoku/

3-2. RFHEHRAL - RERGIEERS 774 TF =2 — 0 BEROY A NRN—tFX 2T 11 LDOTHD
W5 & D=~ =y T OREIZ T T

https://www. meti. go. jp/policy/netsecurity/partnership2. html

3-3. TPA THUNMBERDIFHREF 2 U T A MRAA T4 H 40K 85 FHREx2U T ¢
BdEE (7o)

https://www. ipa. go. jp/security/guide/sme/ugb5p90000019cbk—

att/sme_guideline_v4. 0_app_b. docx

3-4. RFFEXEE V7 T4 F = — 2 BGICAT ot =2 U7« SPRFHMHE (SCS FHAMifH ) |
https://www. meti. go. jp/policy/netsecurity/scs. html

3-5. IPA [Em h 72 MEAFEME~EHAR - HER AT L~OBE b TR MEA~]
https://www. ipa. go. jp/jinzai/ics/core_human_resource/final_project/2021/zero-trust. html
3-6. JVN (Japan Vulnerability Notes)

https://jvn. jp/

3-7. RRFEEE V7 by T7EBIZHITT- SBOM (Software Bill of Materials) & AIZRH
T 25F5| ver2.0) (1-1 f#8)

https://www. meti. go. jp/press/2024/08/20240829001/20240829001. html

[FEARH 225t AT DU T D S 1]

YA N—tF 2T ¢ BRIEAH TBUFEBE O A N—t %= U T 1 WO Dt —HLYE)
https://www. cyber. go. jp/policy/group/general/ki jun. html

YA NR—T X T EIEAE [HEEA T TOV A N—tX 2T RO D D —HE
https://www. cyber. go. jp/policy/group/infra/policy. html

LIk
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https://owasp.org/projects/asvs
https://sss-erc.org/iss_book/vds/
https://www.ppc.go.jp/personalinfo/legal/guidelines_tsusoku/
https://www.meti.go.jp/policy/netsecurity/partnership2.html
https://www.ipa.go.jp/security/guide/sme/ug65p90000019cbk-att/sme_guideline_v4.0_app_5.docx
https://www.ipa.go.jp/security/guide/sme/ug65p90000019cbk-att/sme_guideline_v4.0_app_5.docx
https://www.meti.go.jp/policy/netsecurity/scs.html
https://www.ipa.go.jp/jinzai/ics/core_human_resource/final_project/2021/zero-trust.html
https://jvn.jp/
https://www.meti.go.jp/press/2024/08/20240829001/20240829001.html
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