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PRC state-sponsored actors compromise and maintain persistent access to U.S. critical
infrastructure (ASD)
People’s Republic of China-Linked Cyber Actors Hide in Router Firmware (CISA)
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https://www.cisa.gov/zero-trust-maturity-model
https://www.cyber.gov.au/about-us/view-all-content/alerts-and-advisories/prc-state-sponsored-actors-compromise-and-maintain-persistent-access-us-critical-infrastructure?ref=search
https://www.cyber.gov.au/about-us/view-all-content/alerts-and-advisories/prc-state-sponsored-actors-compromise-and-maintain-persistent-access-us-critical-infrastructure?ref=search
https://www.cisa.gov/news-events/cybersecurity-advisories/aa23-270a
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https://www.cyber.gov.au/resources-business-and-government/essential-cyber-security/ism?ss=true
https://www.cyber.gov.au/resources-business-and-government/essential-cyber-security/essential-eight?ss=true
https://www.cisa.gov/cybersecurity-performance-goals
https://www.cyber.gc.ca/en/cyber-security-readiness/cross-sector-cyber-security-readiness-goals-toolkit
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https://nzism.gcsb.govt.nz/ism-document
https://www.ncsc.govt.nz/resources/ncsc-cyber-security-framework
https://www.ncsc.govt.nz/resources/ncsc-cyber-security-framework
https://www.ncsc.gov.uk/collection/cyber-assessment-framework
https://www.meti.go.jp/policy/netsecurity/downloadfiles/CSM_Guideline_v3.0_en.pdf
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Choosing Secure and Verifiable Technologies: Secure-by-Design Foundations(ASD)

« Secure-by-Design Foundations (ASD)

 Cyber supply chain: An approach to assessing risk(CCCS)

»  Supply chain security guidance(NCSC-UK)

« Secure-by-Design (CISA)
Secure by Demand Guide: How Software Customers Can Drive a Secure Technology
Econosystem(CISA R U FBI)
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https://www.cyber.gov.au/resources-business-and-government/maintaining-devices-and-systems/outsourcing-and-procurement/cyber-supply-chains/choosing-secure-and-verifiable-technologies
https://www.cyber.gov.au/resources-business-and-government/governance-and-user-education/secure-by-design/secure-design-foundations?ref=search
https://www.cyber.gc.ca/en/guidance/cyber-supply-chain-approach-assessing-risk-itsap10070
https://www.ncsc.gov.uk/collection/supply-chain-security
https://www.cisa.gov/resources-tools/resources/secure-by-design
https://www.cisa.gov/resources-tools/resources/secure-demand-guide
https://www.cisa.gov/resources-tools/resources/secure-demand-guide
https://www.ipa.go.jp/en/security/jc-star/index.html
https://www.cisa.gov/resources-tools/resources/secure-design-alert-security-design-improvements-soho-device-manufacturers
https://www.cisa.gov/resources-tools/resources/secure-design-alert-security-design-improvements-soho-device-manufacturers
https://www.cisa.gov/securebydesign/pledge
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» Implementation Network Segmentation and Segregation (ASD)

» Azero trust approach to security architecture (CCCS)

» Baseline security requirements for network security zones (version 2.0)-ITSP.80.022
(CCCS)
» Preventing Lateral Movement (NCSC-UK)

» (CPGs: Securing Network Infrastructure Devices. Zero Trust Maturity Model. Layering

Network Security Through Segmentation Infographic (CISA)

* Reducing the risk of network compromises (NSA)
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» Gateway Security Guidance Package (ASD)

» Top 10 IT security actions to protect Internet connected networks and information (CCCS)
« Trusted Internet Connections (TIC) (CISA)

» Network Infrastructure Security Guidance, Hardening Network Devices (NSA)
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» Introduction to Securing Smart Places (ASD)

. VPNs (CCCS)
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https://www.cyber.gov.au/resources-business-and-government/maintaining-devices-and-systems/system-hardening-and-administration/network-hardening/implementing-network-segmentation-and-segregation?ref=search
https://www.cyber.gc.ca/en/guidance/zero-trust-approach-security-architecture-itsm10008
https://www.cyber.gc.ca/en/guidance/baseline-security-requirements-network-security-zones-version-20-itsp80022
https://www.cyber.gc.ca/en/guidance/baseline-security-requirements-network-security-zones-version-20-itsp80022
https://www.ncsc.gov.uk/guidance/preventing-lateral-movement
https://www.cisa.gov/resources-tools/resources/layering-network-security-through-segmentation-infographic
https://www.cisa.gov/resources-tools/resources/layering-network-security-through-segmentation-infographic
https://www.nsa.gov/Press-Room/News-Highlights/Article/Article/2351065/reduce-risk-of-network-compromises/
https://www.cyber.gov.au/resources-business-and-government/maintaining-devices-and-systems/system-hardening-and-administration/gateway-hardening/gateway-security-guidance-package-gateway-security-principles
https://www.cyber.gc.ca/en/guidance/top-10-it-security-actions-protect-internet-connected-networks-and-information-itsm10089
https://www.cisa.gov/resources-tools/programs/trusted-internet-connections-tic
https://www.nsa.gov/Press-Room/News-Highlights/Article/Article/2949885/
https://media.defense.gov/2020/Aug/18/2002479461/-1/-1/0/Hardening_Network_Devices.pdf
https://www.cyber.gov.au/resources-business-and-government/maintaining-devices-and-systems/critical-infrastructure/introduction-securing-smart-places
https://www.cyber.gc.ca/en/guidance/virtual-private-networks-itsap80101
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Connected Community (CCCS)
« VPNs : Network Architectures (NCSC-UK)
« Cybersecurity Best Practices for Smart Cities (CISA)
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« Best Practice for Event Logging and Threat Detection (ASD)

Introduction to logging for security purposes (NCSC-UK)
Cross-sector CPGs (CISA)
» Network security logging and monitoring (CCCS)
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* Managing the Risk of Legacy IT (ASD)
Obsolete products (CCCS)
Obsolete products (NCSC-UK)
* Understanding Patches and Software Updates (CISA)
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https://www.cyber.gc.ca/en/guidance/connected-communities-itsap00222
https://www.ncsc.gov.uk/collection/device-security-guidance/infrastructure/virtual-private-networks
https://www.ncsc.gov.uk/collection/device-security-guidance/infrastructure/network-architectures
https://www.cyber.gov.au/resources-business-and-government/maintaining-devices-and-systems/critical-infrastructure/cybersecurity-best-practices-smart-cities
https://www.cyber.gov.au/resources-business-and-government/maintaining-devices-and-systems/system-hardening-and-administration/system-monitoring/best-practices-event-logging-threat-detection
https://www.ncsc.gov.uk/guidance/introduction-logging-security-purposes
https://www.cisa.gov/cross-sector-cybersecurity-performance-goals-cpgs
https://www.cyber.gc.ca/en/guidance/network-security-logging-monitoring-itsap80085
https://www.cyber.gov.au/resources-business-and-government/maintaining-devices-and-systems/system-hardening-and-administration/legacy-it-management/managing-risks-legacy-it-executive-guidance
https://www.cyber.gc.ca/en/guidance/obsolete-products-itsap00095
https://www.ncsc.gov.uk/collection/device-security-guidance/managing-deployed-devices/obsolete-products
https://www.cisa.gov/news-events/news/understanding-patches-and-software-updates
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https://www.cyber.gov.au/resources-business-and-government/maintaining-devices-and-systems/system-hardening-and-administration/legacy-it-management/managing-risks-legacy-it-executive-guidance
tel:1300292371
https://www.cyber.gc.ca/en
https://www.cyber.gc.ca/en
http://www.ncsc.govt.nz/
http://www.ncsc.gov.uk/
http://www.cisa.gov/
https://www.cisa.gov/report
https://www.cisa.gov/report
https://www.kantei.go.jp/jp/forms/nisc_opinion.html%EF%BC%88NISC
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