

















5

National Information Security Center (

)






¥ ¥ ¥ ¥ | | ¥
N A O AW




(i)

Q)



10



11



12



(a)

13



Continuity Plan(BCP)

10

10

14

SOX

Business



11

Government Security Operation Coordination

Team

14

12

13

11

12

13

14

http://www8.cao.go.jp/survey/h18/h18-chian/
http://www8.cao.go-jp/survey/h18/h18-chian/images/h04-1.csv

15

3,691

814



(c)

15

15

16



16

17

http://ww.npa.go. jp/cyber/statics/h18/pdf34.pdf

17

17

16



18



19



20




21



22



0

23



0

24



25



Government Security
Operation Coordination Team

26



NISC

27



28




29



30



12

11

27

12

31




CEPTOAR

CEPTOAR
CEPTOAR
CEPTOAR-Council
CEPTOAR
CEPTOAR CEPTOAR-Council

32



33



34



18

35

18



36



CEPTOAR

CEPTOAR Council
CEPTOAR Council

CEPTOAR Council

CEPTOAR Council

37



38



CEPTOAR

CEPTOAR

CEPTOAR
CEPTOAR

CEPTOAR

CEPTOAR

CEPTOAR

CEPTOAR

39




40




10

CEPTOAR

CEPTOAR

CEPTOAR

2007

CEPTOAR

2006

41




CEPTOAR CEPTOAR
2006 CEPTOAR 7
CEPTOAR

CEPTOAR

CEPTOAR-Council CEPTOAR
CEPTOAR-Council

42




43




44



45



46



47



48



49



19

20

21

2007

50

19

80

20

21



22

22

23

51

23



24

52

24



25

25

53



54



26

55

web

26

police



56



27

57

27



28

29

28

29

58



59



31

30
100

31

60

30



61



62



63



64



32

65

32



66



67



33

68

33



34

35

Social Networking Service

34

69

35



70



71




36

36

72



73



74



CISO

75



76



77



78



79



37

37

80



81



82



83



38

38

84



85



86






11 19
PDCA
18
18 25
18
PDCA 18 25
NISC
18 10
31
NISC
18
18 25




Clo

ST

ST

VM:Virtual Machine

0s




IPv6

IPv6

18

18




19
IT
IT
2007
IT
IT
18 11 19
18 10
0s
18 25
19 23
18 25
19 23
IT
18 25
19 23

18







18
10
19

e 18
)
19
T
19
)
CEPTOAR
CEPTOAR 18
CEPTOAR 19 CEPTOAR
CEPTOAR WG 19 T-CEPTOAR
CEPTOAR
CEPTOAR 18

CEPTOAR 7

CEPTOAR

CEPTOAR




CEPTOAR

CEPTOAR-Council

CEPTOAR

10

18

19

18

19

18 12
DDoS

DNS

19 1




18

FAQ
( Information Security Management Guideline
for Telecommunications)
18 14
19 2 15
IT
18 20
JIS Q 27001
ISO/IEC 27001 2005
JIS Q 27002
ISO/IEC 17799 2005
18 CC Ver3

Criteria)Ver.3

(CC Common

IT

18 10




VPN

17
18
IT IT
31
16
0SS
0Sss
JPCERT
Web

Web




ICT

18
2006 2007
18
10
NPO
NPO
98
18 e-
18 19 31 453
49,000
NISC
NISC
NISC
( )
@police
CM
CHECK
PC!

10




18

19
JPCERT
NPO
NPO %8
18
18
18
18
TVCM
18 11
11
CSTV
12 (NTV 31 )
18 10 25
19
26
300
NISC 23
10
18
NISC
2006

11




JPCERT

2006 2009

4

IPv6

LAN
LAN

NPO

NPO

98

12




18 10

18 10

18 10

18 10

21

2006 2009

13




18 10

VM.:Virtual Machine

18

0s

18 12
2006inTOKYO

(Evaluation Methodology)

18 10

Platform Module

Trusted

Trusted Platform Module

18 10

14




17

18

18 25

19

23

15




G OECD

NISC
Forum of Incident G OECD FIRST
Response and Security Teams
NISC
NISC NISC
NISC NISC
NISC POC pOC
NISC
NISC
18 OECD/ICCP/ISP
NISC
NISC OECD
2006
OECD ISP
10
ISP
1/29
OECD
2006
NISC
APT
IT
IT
JPCERT/CC JPCERT
CSIRT
ASEAN CERT SingCERT
ASEAN CSIRT
/

16




ITU
International Telecommunications Union

ISM-TG

X.1051

18

12

ITU

ITU

17




18

18

18 11 19

0os

163

18

ICPO
ICMEC
18 10 24

18 (SOCA)

18

(CTINS)

18 21
19 26




19




PDCA

NISC

POC

NISC

NISC

NISC

POC

NISC
18

18

POC NISC

NISC

60

19

19 23

20




IT -2006 18 26 1T
2006

2006 18 2006

21



18 25
19
2006
IT IT
18
18 25
19

22




7.9% 10.8% 6.0%

23




24




25




18

26

H X 100% H 80% x 100%

60% x 80% H 60%




100,, 100, 100,

N ]

100,, 100y, 70, 90,, 90, 90,

Cu D

B | 80, x 100y C 90

N
| 1 [

100,, 1005, Oy, 100,, 60y, 50,

C 60,, X 80y

100,, 50, 20, 60,, 40, Oy,

o

27



2006

[ 2009

LAN




4 NISC )

99.2 %
95.9 %
99.9 %
73.5%
100.0 %
99.2 %
100.0 %
63.3 %
97.6 %
100.0 %
100.0 %
100.0 %
100.0 %
95.7 %

31.2 %
(98.2 %)

100.0 %
100.0 %

40.7 %
(94.2 %)

00% 25.0% 50.0% 75.0% 100.0%

00% 25.0% 50.0% 75.0% 100.0%

00% 25.0% 50.0% 75.0% 100.0%

00% 25.0% 50.0% 75.0% 100.0%

00% 25.0% 50.0% 75.0% 100.0%

0.0% 25.0% 50.0% 75.0% 100.0%

0.0% 25.0% 50.0% 75.0% 100.0%

00% 250% 50.0% 75.0% 100.0%

00% 25.0% 50.0% 75.0% 100.0%

00% 25.0% 50.0% 75.0% 100.0%

00% 25.0% 50.0% 75.0% 100.0%

00% 25.0% 50.0% 75.0% 100.0%

00% 250% 50.0% 75.0% 100.0%

00% 25.0% 50.0% 75.0% 100.0%

00% 250% 50.0% 75.0% 100.0%

00% 25.0% 50.0% 75.0% 100.0%

0.0% 25.0% 50.0% 75.0% 100.0%

94.1 %

S )

100

75

10

10




2006

0.0% 250% 50.0% 75.0% 100.0%

0.0% 250% 50.0% 75.0% 100.0%

0.0% 250% 50.0% 75.0% 100.0%

0.0% 250% 50.0% 75.0% 100.0%

EI

0.0% 250% 50.0% 75.0% 100.0%

I

0.0% 250% 50.0% 75.0% 100.0%

e —— ——
0.0% 250% 50.0% 75.0% 100.0%

0.0% 250% 50.0% 75.0% 100.0%

C T 1)

0.0% 250% 50.0% 75.0% 100.0%

— — — a—
0.0% 250% 50.0% 75.0% 100.0%

0.0% 250% 50.0% 75.0% 100.0%

0.0% 250% 50.0% 75.0% 100.0%

0.0% 250% 50.0% 75.0% 100.0%

I

0.0% 250% 50.0% 75.0% 100.0%

0.0% 250% 50.0% 75.0% 100.0%

%

0.0% 250% 50.0% 75.0% 100.0%

(L]

=B

L _

0.0% 250% 50.0% 75.0% 100.0%

0.0% 250% 50.0% 75.0% 100.0%

0.0% 250% 50.0% 75.0% 100.0%

95
90

0.0% 250% 50.0% 75.0% 100.0%




— T~
\
b




90%

20 |

--------------------------------------------
on

32



(1/2)

10

2%

)

0.5%

PMO CIO

00

PMO

33




(2/2)

FAQ

PMO CIO

34




195

19
0% 20% 40% 60% 80% 100%
59% 11% 27% 30
N=195
O O
O O
0% 10%  20%  30%  40%  50%  60%  70%  80%  90%  100%
N=116 49% 434 8%
N=116 36% 16% A47%
N=116 31% 19% 50%

OO

Act

35

Do Check




0% 20% 40% 60% 80% 100%

CISO
N=195
(] O
(] O
O
0% 20% 40% 60% 80% 100%
N=195 15% 13%
N=195 16% 14%
(] O
O O

Plan

(€8]
P»




37



38



39



DoS

40



BtoB

BtoC

41



JPCERT/CC

CSIRT

JPCERT/CC
JPCERT/CC

JPCERT/CC

42



web

43



4641 48.9% H17
http://www.meti.go.jp/policy/it_policy/statistics/jyojitsu.htm

3982 62.2%(H17)

http://www.johotsusintokei.soumu.go.jp/statistics/statistics05b1.html

606 24.2%(H17)

http://www.npa.go.jp/cyber/research/index.html

http://211.120.54.153/b_menu/houdou/18/07/06072407.htm

5142 51.4% H17
http://www.ipa.go.jp/security/products/products.html

1,701 25.9 H17
http://www.ipa.qgo.jp/security/products/products.html

44



15 16 17 18
ISMS 276 418 720 528
14 15 16 17 18
2 5 17 21 42 87
3 10 9 22
15 16 17 18
16 16 30
27 40 84
15 16 17 18
279013| 33581 27744 22563
3.149 4174 3812 3337

45




16 17 18
CSIRT 7 8 13
16 17 18
64 122 182
15 16 17
881,873 880,343 876,715
524,853 504,935 458,763
59.5% 57.4% 52.3%
15 16 17
524,853 | 504,935 | 458,763
130,430 [ 128,008 | 110,144
470,429 | 455153 409,393
5,030 6,906 5,565
31,470 29,753 25,402
17,969 15,137 13,689
35,322 37,585 100,441

46




15 16 17 18
11 28 71 98
2,069 3,581 5,844
1,955 3,170 5073
e_
web
519,184 | 18
275245 | 18
police 1,994,054 18
359,258 | 18
150,032 | 18
CHECKPC 798,155 | 19 1/22 3/31

1482484 | 18
18,969,754 | 18
607,607 | 18

47




17

IT
466 | 448| 234| 201 105| 176| 101| 70| 06| o9 149
556 | 483| 131| 261 276| 169]| 140| 94| o09| 10| 119
381| 415| 331| 145| 120| 183| 64| 48| 03| 08| 177
IT
466 | 448| 234| 201 195| 176| 101| 70| 06| o9l 149
10 | 315| 272| 280| 198| 164| 151| 95| 60| 04| 09| 280
20 | 391| 373| 256| 220| 221| 161 114| 62| 05| o8] 171
30 | 485| 453| 247| 210| 196| 167| 93| 69| 07| o8|l 141
20 | 557 534 181 187 190| 195| 100| 86| 05| o8|l 112
0 | 456| 516| 218| 148| 154 | 222| 104| 68| 06| 121 140

48




466 | 448 | 234 201 | 195 176| 101 7.0 0.6 09 (| 149
529 558 106 | 163| 250( 135 87 115 10 0.0 8.7
552 | 434 138 | 317| 415| 17.7| 168 | 147 2.3 21 9.3
516 | 488 181 | 222| 201 | 16.7| 110 7.2 0.5 11 ([ 14.0
585( 554 | 183 241| 210| 208 103 5.8 11 0.4 8.7
375( 397 347| 1138 90| 194 59 49 0.1 06 ([ 174
395| 433| 308| 140| 152 | 175 7.8 4.8 0.0 03 || 164
351 | 309| 283 | 237 | 227 159 122 7.2 0.6 06| 220

49




18

CM
31.2 23.6 28.7 9.8 72.2 10.6 16.0 154 7.0 3.6
32.3 244 276 119 76.9 12.7 19.2 173 85 3.7
30.0 22.8 30.0 74 67.2 8.4 125 134 5.3 3.4
CM
31.2 23.6 28.7 9.8 722 10.6 16.0 154 7.0 3.6
10 35.1 22.1 21.7 13.7 67.8 12.0 17.7 12.6 6.9 35
20 34.3 213 25.6 12.7 724 12.8 175 11.6 8.0 23
30 29.8 26.4 277 9.6 754 10.0 153 11.8 7.7 3.0
40 314 234 314 9.2 76.4 9.9 17.4 18.1 7.8 3.0
50 28.3 224 30.8 5.4 713 111 13.0 19.8 54 5.8
60 275 26.7 36.9 7.6 64.4 7.1 141 216 4.3 4.8
17 18
17
cM RSS
48.8 409 36.4 26.4 23.6 191 15.6 7.6 5.2 13
54.3 375 40.5 21.0 204 17.6 13.7 10.7 51 16
435 441 32.5 314 26.7 20.4 174 46 5.2 10

20




cM RSS
48.8 409 36.4 26.4 23.6 191 15.6 7.6 5.2 13
10 48.3 25.0 20.7 40.1 32.3 19.0 19.0 6.5 2.2 17
20 518 375 28.3 35.7 275 18.6 194 9.6 49 0.7
30 50.2 417 35.0 255 245 19.6 14.6 7.6 4.8 12
40 47.0 439 46.1 172 17.7 175 116 6.4 5.0 18
50 39.2 47.6 492 19.0 19.0 21.6 17.0 52 9.0 16
cM RSS
48.8 40.9 364 26.4 236 19.1 15.6 7.6 5.2 13
50.0 29.8 43.3 173 154 154 8.7 58 19 19
571 317 38.7 193 20.3 177 10.0 152 6.1 14
511 40.7 377 233 20.7 172 145 7.7 50 15
52.2 458 50.0 18.1 19.0 158 141 9.2 54 11
40.3 47.9 329 30.6 27.2 232 18.0 44 58 0.8
453 428 36.3 305 271 213 174 55 5.6 14
505 316 240 38.8 320 20.1 19.8 85 35 0.9

o1




18

RSS

CM
44.0 45.7 2.6 54 30.8 25.2 24.5 24.1 21.2 7.1 19.7 0.6 10.8
475 48.7 33 72 349 244 204 20.1 205 6.5 176 0.7 10.1
40.2 425 19 33 26.3 26.2 29.1 284 22.0 7.8 221 0.6 116

e-

RSS cM
44.0 45.7 2.6 54 30.8 252 245 24.1 212 7.1 19.7 0.6 10.8
10 41.2 37.7 2.7 6.0 163 17.0 344 22.2 171 5.2 230 0.6 185
20 49.3 46.6 35 59 215 19.7 30.3 26.9 17.7 6.4 230 05 117
30 51.3 49.1 20 5.7 29.3 22.7 264 23.8 19.8 6.9 19.6 0.5 91
40 44.4 46.9 27 57 381 259 213 231 21.0 6.7 16.1 0.7 10.2
50 35.8 454 24 45 40.6 334 15.8 213 240 8.3 18.9 10 8.2
60 34.3 45.0 25 3.7 39.8 36.6 178 21.7 313 104 18.1 0.9 8.6

92




RSS

CM

44.0 45.7 2.6 54 30.8 252 245 24.1 212 7.1 19.7 0.6 10.8
504 472 24 4.9 454 243 12.1 214 237 91 174 1.0 5.7
60.4 53.3 84 142 33.6 19.6 189 21.2 16.8 85 159 12 7.2
47.1 49.1 31 55 331 249 209 19.9 18.0 7.7 175 06 94
44.7 512 2.7 74 404 281 19.6 220 215 6.1 17.0 0.7 85
38.7 43.0 13 33 29.6 310 25.7 30.3 273 81 20.6 0.6 10.5
36.6 412 10 24 29.9 226 278 273 216 73 226 06 134
455 39.7 37 6.5 178 18.2 353 24.2 194 50 245 0.8 16.2
39.2 46.4 0.7 52 358 294 236 254 220 4.7 19.0 05 8.8
17 18

93




17 16 17 16 17 16 17 16
56. - 22.8 - - 17.8 -
79. 75.8 5.2 6.2 1.0 0.5 15.4 | 17.4
Dos 52. 49.8 20.7| 205 0.2 3.3 23.4| 26.5
59. 56.3 16.7 | 17.1 0.4 2.0 23| 2.6
61. 57.8 16.6 | 18.6 2.0 1.5 205 222
51. - 25.2 - - 19.9 -
> 53. 51.1 23.6| 23.4 0.2 2.4 21.0 | 23.1
51. 49.0 27| 222 0.5 2.3 23.7| 26.6
58. 55.8 17.8 | 18.1 0.3 1.8 22| 242
59. - 20.5 - - 17.4 -
77. 75.4 15.5 | 17.1 1.6 1.5 5.8 6.0
57. 53.4 20.0 | 211 1.1 1.6 20.9 | 23.8
60. 55.8 18.2 | 20.1 1.9 1.4 19.6 | 227
61. - 17.0 - - 19.3 -
64. 63.0 125 12.4 0.1 1.0 216 | 23.6
69. 66.7 8.6 9.2 0.6 0.8 21.3| 233
65. 10.7 - 2.5
65. 13.9 - 19.2
23. - 18.5 - 54.3 -
39. 40.0 30.6 | 27.8 2.8 5.3 24.3| 26.9
6. 7.3 2.3 3.2 0.9 1.0 9.4 | 88.6

94




17 4,241 16 3,838
17 16 16 15
18
17 16 17 16 17 16 17 16 17 16
30.6 (0.9) 20.4 14.5 16.6 47. 51.9 8.7 11.14 4,138| 3,944
43.9 (0.7) 29.7 15.5 21.4 34. 40.1 6.6 8.9 4,224| 3,944
47.1 (0.5) 35.2 12.2 16.7 35. 40.9 5.7 7.3 4,233] 3,944
34.1 (0.4) 24.4 12.2 16.5 42. 46.2 11.8 13.0|| 4,200 3,944
17 16 17 16 17 16 17 16
65.3 66.0 8.5 6.2 26.2 27.7 1,297 739
63.3 64.1 11.4 8.6 253 27.4 1,814 1,085
70.4 69.8 10.3 7.3 19.3 22.9 1,841 1,129
65.2 65.1 13.3 10.7 215 24.2 1,384 848
17 16 16 15
18
16

95




17 16 17 16 17 16 17 16 17 16
57.9 (0.4) 50.7 10.5 13.5 25.1 27.7 6.9 8.2| 4,247 3,944
PK| 27.9 (0.3) 16.0 41.2 15.2 4,167| 3,944
73.4 (1.0) 66.7 5.8 6.9 15.4 18.7 6.4 7.7 4,249] 3,944
49.1 (2.1) 40.6 14.6 16.8 30.8 33.8 7.6 8.8 4,251] 3,944

17 16 17 16 17 16 17 16
80.7 83.0 4.7 3.8 14.6 13.2 2,171 1,441

PKI 72.6 4.8 22.7 1,217
87.1 87.9 1.8 1.9 111 10.2 2,583 1,738
81.2 80.3 3.6 3.3 152 16.4 1,828 1,181
17 16 16 15
18
16
17

96




15 16 17
n=2,251) n=1,855) n=1,391)
05 72.7 81.0 805
56.5 50.0 64.3
52.2 464 468
D 54.2 376 446
11.0 6.1 107
15 16 17
2400 3554  45.9%
osn| 1244 9.9%
6050 492  41.6%
3.7% 2.2t 1.20
1.1% 0.6% 1.50
2000] 2000 2,500
732 628 606
36,60 3L.4% 24.20
17 16 17 16 17 16 17 16 17 16
41.1 (1.0) 27.2 15.6 21.6 39.7 45.6 4.6 5.6 4,241 3,944

97




17 16 17 16 17 16 17 16 17 16
41.1 (1.0) 27.2 15.6 21.6 39.7 45.6 4.6 5.6 4,241 3,944
17 16 16 15
18
16
15 16 17

30.7% 31.2% 32.0%
28.6% 27.7% 32.24)
33.6% 38.1% 31.5%)|
23.5% 25.2% 32.2%
21.2% 21.0% 27.6%|
26.7% 33.5% 43.2)
19.5% 18.2% 20.0%
17.2% 19.6% 23.1%|
22.6% 15.5% 12.3%|
13.8% 9.5% 12.2%
14.6% 10.4% 12.4%|
12.7% 7.7% 11.5%)|
10.2% 13.3% 2.4%
15.1% 18.1% 3.0
3.4% 3.9% 0.8%)
2.3% 2.6% 1.4%
3.4% 3.3% 1.7%|
0.9% 1.3% 0.6

1,115 1,150 1,701

651 762 1,206

464 388 495

98




15 16 17
32.6% 29.2% 30.6%
24.9% 22.6% 29.6%
43.5% 42.3% 33.1%
20.8% 19.9% 33.4%
12.4% 12.1% 27.7%
32.5% 35.3% 47.3%
10.0% 6.3% 8.2%
9.8% 5.8% 8.3%
10.3% 7.5k 8.1%
16.4% 12.6% 7.3%
23.0% 16.0% 8.3%
7.1% 5.9% 4.8%
13.0% 21.6% 9.5%
20.6% 30.4% 12.4%
2.4% 4.1% 2.4%
7.1% 10.3% 10.9%
9.2% 13.1% 13.7%
4.1% 4.9% 4.2%
1115 1150 1701
651 762 1,206
464 388 495
15 16 17
25.1% 24.3% 24.6%
21.8% 20.7% 24.5%
29.7% 31.4% 24.6%
22.8% 22.7% 35.7%
16.9% 15.9% 30.6%
31.0% 36.1% 48.1%
14.7% 13.3% 14.5%
14.1% 12.2% 16.0%
15.5% 15.5% 10.7%
17.8% 15.5% 16.2%
20.4% 18.5% 17.7%
14.2% 9.5% 12.5%
13.2% 17.7% 5.4%
18.9% 24.3% 6.5%
5.2% 4.9% 2.8%
6.4% 6.4% 3.7%
7.8% 8.4% 4.7%
4.3% 2.6% 1.2%
1115 1,150 1701
651 762 1,206
464 388 495

99




15 16 17
22.6 23.2 25.9
1,128/5,000 | 1,160/5,000 | (1,701/6,561)
16.6 19.3 219
(663/4,000 770/4,000 (1,206/5,500)
465 39.0 46.7
465/1,000 390/1,000 (495/1,061)
15 16 17

70.4% 73.8% 86.4%

56.8% 63.9% 82.3%

89.4% 93.3% 96.6%

7.5% 7.2% 4.9%

10.1% 9.6% 6.4%

3.9% 2.6% 1.4%

10.3% 10.9% 5.5%

14.0% 15.0% 7.2%

5.2% 2.8% 1.4%

8.0% 7.1% 2.4%

12.6% 10.4% 3.2%

1.5% 0.8% 0.2%

3.8% 1.0% 0.8%

6.5% 1.2% 0.9%

- 0.5% 0.4%

1115 1,150 1701

651 762 1,206

464 388 495

60




15 16 17
65.8% 58.0% 70.8%
53.1% 47.6% 65.5%
83.6% 78.4% 83.8%
3.5% 4.4% 4.3%
3.4% 4.2% 4.1%
3.7% 4.9% 4.8%
5.2% 3.0% 3.1%
6.9% 2.9% 3.3%
2.8% 3.1% 2.6%
21.4% 27.4% 14.9%
31.6% 35.8% 18.5%
7.1% 10.8% 6.3%
4.0% 7.2% 6.8%
4.9% 9.4% 8.6%
2.8% 2.8% 2.4%
1115 1150 1701
651 762 1,206
464 388 495
15 16 17
55.5% 60.6% 74.1%
44.5% 49.9% 69.7%
70.9% 81.7% 84.8%
5.6% 5.5% 7.1%
4.8% 5.8% 7.2%
6.7% 4.9% 6.9%
4.9% 5.1% 4.7%
5.7% 5.2% 4.8%
3.9% 4.9% 4.4%
29.0% 25.0% 11.8%
39.3% 34.3% 15.6%
14.4% 7.0% 2.4%
5.0% 3.7% 2.4%
5.7% 4.9% 2.7%
4.1% 1.5% 1.4%
1115 1,150 1701
651 762 1,206
464 388 495
15 16 17
226 232 259
1,128/5,000 | 1,160/5,000 | (1,701/6,561)
16.6 193 219
(663/4,000 770/4,000 (1,206/5,500)
46,5 39.0 46.7
465/1,000 390/1,000 (495/1,061)
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17 16 17 16 17 16 17 16 17 16
106 (0.1 | 81 7.2 75 | 508 | 520 | 315 | 324 || 4165 | 3944
188 (03) | 126 | 120 | 135 | 519 | 542 | 176 | 198 [ 4181 | 3944
17 16 17 16 17 16 17 16
76.1 73.9 4.2 5.1 19.7 210 457 257
77.1 73.7 5.7 4.0 17.2| 222 825 445
17 16 16 15
18
16
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15 16 17 15 17
38.6% 47.4% 44.2%
55.4% 63.3% 56.9% - -
13.0% 19.0% 15.1%
28.6% 34.8% 34.6%
43.1% 49.6% 46.9% - -
5.8% 7.7% 6.2%
19.4% 25.5% 26.2%
28.4% 35.3% 34.6% - -
5.8% 7.7% 6.9%
16.0% 20.8% 20.8%
22.5% 27.7% 26.5% - -
6.0% 8.5% 7.7%
15.0% 16.9% 17.2%
20.0% 22.3% 21.2% - -
7.5% 7.4% 7.9%
13.8% 16.6% 16.3%
10.3% 12.4% 14.8% -
21.8% 26.7% 20.8%
13.7% 18.8% 15.9%
17.0% 22.4% 19.2% - -
9.5% 12.7% 8.3%
16.1% 15.9% 14.7%
6.4% 3.9% 4.7% - -
36.1% 43.7% 41.6%
7.4% 9.6% 10.1%
11.2% 13.6% 13.5% - -
1.3% 2.3% 2.3%
9.1% 9.7% 9.8%
14.2% 14.4% 13.6% - -
0.8% 1.1% 1.1%
6.0% 8.9% 8.4%
8.3% 11.5% 10.5% - -
2.7% 4.0% 3.7%
7.3% 7.1% 6.8%
10.5% 9.7% 8.8% - -
2.2% 2.3% 2.5%
2.6% 3.4% 3.1%
3.6% 4.6% 3.9% - -
0.6% 1.1% 1.0%
2.1% 2.6% 2.8%
1.5% 2.2% 2.3% - -
3.7% 4.0% 3.9%
2.7% 2.6% 2.3%
2.1% 1.7% 1.4% -
4.1% 5.0% 4.7%
7.3% 9.2% 11.5%
7.8% 8.5% 11.6% - -
6.7% 11.8% 11.9%
26.5% 17.8% 18.5%
12.8% 8.6% 9.9% - -
42.0% 28.3% 33.6%
10,019 11,003 11,394
6,936 7,704 8,188
2,304 2,758 2,394
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98.7%| 82.3%| 789%( 74.6%] 50.6% 12.8%| 10.4% 0.6%|] 5,142

98.4% 88.7% 90.1% 82.7% 66.4% 20.2% 14.0% 0.7%(] 2,496

99.0% 76.2% 68.3% 67.0% 35.7% 5.9% 7.0% 0.5%(] 2,646

IT

466 | 448| 234 | 201| 195| 176 101 7.0 0.6 09 || 149

10 315 272 280 198 164 | 151 95 6.0 04 09 (| 280
20 39.1( 373 256 | 220 221 161 114 6.2 05 08 || 171
30 485 | 453 | 247 210]| 196 167 9.3 6.9 0.7 08 || 141
40 557 534 181 187 190( 195( 10.0 8.6 05 08 || 11.2
S0 456 | 516 | 218| 148| 154 | 222 | 104 6.8 0.6 12]] 140
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98.7% 82.3%| 789%| 74.6% 50.6% 12.8%| 10.4% 0.6%|| 5,142
97.1% 83.7% 89.4% 77.9% 53.8% 15.4% 15.4% 0.0% 104
98.4% 91.4% 89.3% 84.8% 77.6% 31.0% 21.2% 0.9% 429
98.8% 86.1% 85.3% 79.9% 58.2% 12.2% 10.3% 0.6% 1,989
98.7% 85.9% 86.4% 78.8% 54.2% 13.2% 10.5% 0.4% 448
98.7% 72.0% 66.8% 66.3% 31.4% 4.9% 6.1% 0.7% 1,017
99.3% 76.8% 69.0% 69.3% 37.1% 7.5% 7.5% 0.3% 587
98.0% 83.7% 72.6% 64.9% 49.4% 21.3% 12.0% 0.9% 541
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97.8% 63.6% 75.5%| 82.7%| 15.0% 10.3%( 76.1%| 27.2% 7.9% 49.8% 14%|| 5,316

98.3% 74.0% 84.5% 91.0% 21.7% 12.2% 83.8% 33.6% 11.7% 67.5% o8u|| 2,770

97.1% 52.4% 65.7% 73.6% 7.6% 8.1% 67.6% 20.3% 3.7% 30.5% 20%|] 2,546

97.8%| 63.6% 75.5%| 82.7% 15.0% 10.3%( 76.1%| 27.2% 7.9%| 49.8% 1.4%|| 5,316

10 96.1% 63.0% 67.8% 76.9% 19.8% 14.5% 80.0% 37.2% 12.1% 43.3% 2.8% 656
20 97.8% 66.2% 75.2% 83.6% 21.2% 12.1% 78.4% 29.7% 12.1% 52.8% 1.2%(] 1,062
30 98.0% 67.2% 79.8% 86.5% 16.4% 9.4% 79.9% 27.1% 8.3% 54.3% 10%|| 1,123
40 99.1% 68.0% 79.0% 86.2% 14.2% 10.9% 77.3% 26.2% 7.3% 53.7% 0.6%|[ 1,067
50 97.6% 59.0% 75.0% 80.9% 8.8% 8.2% 70.6% 21.3% 3.3% 46.6% 15% 834
60 96.9% 51.4% 70.9% 75.9% 5.8% 5.4% 65.3% 22.1% 2.1% 40.2% 2.1% 574
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97.8%| 63.6% 75.5%| 82.7%] 15.0%( 10.3% 76.1% 27.2% 7.9% 1.4%
98.9% 69.6% 85.5% 91L.7% 16.3% 13.0% 83.6% 37.1% 6.7% 0.4%
98.5% 91.3% 93.4% 95.7% 42.6% 23.4% 89.5% 50.4% 26.8% 1.0%
98.2% 70.9% 81.1% 88.3% 16.0% 11.4% 79.7% 25.4% 8.4% 0.8%
98.4% 67.6% 79.4% 87.2% 15.3% 10.1% 79.2% 29.9% 6.9% 1.1%
97.8% 51.0% 68.9% 75.0% 7.0% 5.2% 66.3% 20.0% 2.6% 1.7%
97.0% 53.0% 66.9% 73.8% 9.2% 7.4% 67.2% 22.5% 4.1% 2.0%
96.7% 64.0% 70.3% 79.1% 21.7% 14.0% 80.9% 35.9% 13.2% 2.4%
97.5% 58.5% 75.3% 86.3% 10.5% 6.9% 78.7% 26.0% 5.2% 0.5%
17 18
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59.20  40.8%|  24.3%|  17.3%  15.6% 6.2% 2.5% 25%  14.4%|| 5142

63.7% 42.3% 28.6% 8.1% 12.7% 4.2% 2.6% 2.6% 140%|| 2,496

54.8% 39.4% 20.2% 26.1% 18.3% 8.2% 2.5% 2.3% 148%|| 2,646

59.2%| 40.8%| 24.3% 17.3%] 15.6% 6.2% 2.5% 25% 14.4%|| 5,142

10 a87%| 444wl 203w 172w  12.5% 4.7% 43% 26%  24.6% 232
20 61.7% 4664 2324 2336  19.1% 7.3% 2.7% 17wl 106u|| 1,315
30 61.4% 403w  251%|  17.4%|  16.5% 5.2% 1.6% 2| 13.7%|| 2,005
40 se.gh|  37.4w|  25.4%|  115%|  12.4% 5.8% 2.8% 286 15.3%|| 1,090
50 292% 334w  236W| 144w  108% 9.2% 4.2% 28%  20.6% 500
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59.2% 40.8%| 24.3%| 17.3%| 15.6% 6.2% 2.5% 2.5%| 14.4% 5,142
58.7% 26.0% 26.0% 10.6% 12.5% 5.8% 7.7% 0.0% 22.1% 104
64.6% 47.6% 29.6% 6.1% 13.8% 3.0% 1.4% 3.5% 12.8% 429
62.6% 41.6% 25.8% 14.6% 15.3% 4.3% 2.4% 2.6% 13.0% 1,989
60.5% 40.0% 29.9% 11.2% 11.6% 8.3% 2.7% 3.1% 15.0% 448
53.0% 35.2% 19.0% 25.5% 17.4% 8.8% 2.3% 2.1% 16.1% 1,017
56.9% 40.0% 21.8% 23.9% 16.7% 8.3% 2.4% 2.0% 14.7% 587
56.0% 48.8% 22.7% 20.0% 16.5% 7.2% 3.7% 2.6% 15.7% 541
18
62.0% 39.9%| 17.8%| 33.1% 25.2%| 17.4% 1.8% 5.2% 3.6% 12.6%|| 5,287
67.1% 40.2% 10.6% 23.8% 29.1% 14.6% 1.9% 3.4% 3.9% 13.0%|] 2,758
56.4% 39.5% 25.8% 43.1% 20.9% 20.6% 1.8% 7.2% 3.4% 12.3%|| 2,529
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62.0% 39.9%| 17.8%| 33.1%| 25.2% 17.4% 1.8% 5.2% 3.6% 12.6% 5,287
10 sson| 44w 2274 sa0m| 183 19| 34w  sew| 346 178w 650
20 ea2n| 453w 2134 372w 25am[ 201w 23w sow| 37| sew|| 1,057
30 e6.6%| 417w 177wl semw| 27| 197w  1sw|  4asw| 38w sau|[ 1,120
40 634%| 3826  16a4| 205w 282 152 o7 42w 43w  13a4|[ 1,058
50 sorw| 326w 136w 275w 245w 128% 214 508 364  160% 832
60 57.5% 3446 156w  31ow| 230 174w 1ow| 73w 224 1714 570
15 16 17
32.0% 35.9% 36.7%
HTML 34.3% 30.2%
18.4% 19.8% 17.3%
0S 17.8% 19.4% 17.1%
8.9% 12.3% 14.4%
13.4% 8.1% 8.3%
8.0%
3.8% 5.6% 6.1%
2.1% 2.7%
1.7% 2.3%
2.4% 1.6% 1.4%
26.5% 14.6% 22.1%
22.4% 25.8% 20.9%
6,936 8,776 9,174
15 15
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LAN

5142
77.3% 79.7% 42.6% 88.6% 69.5%
1.1% 2.8% 8.9% 1.0% 3.8%
10.8% 11.5% 42.3% 5.0% 19.4%
10.8% 6.0% 6.2% 5.3% 7.3%
10 20 30 40 50
232 1,315 2,005 1,090 500
63.4% 75.6% 79.3% 80.5% 72.2%
1.3% 1.1% 1.1% 1.0% 1.4%
11.6% 10.4% 9.7% 11.4% 15.8%
23.7% 12.8% 9.9% 7.1% 10.6%
68.1% 77.1% 81.5% 82.0% 80.0%
1.7% 3.2% 2.9% 2.8% 1.6%
11.6% 12.6% 10.3% 11.7% 12.8%
18.5% 7.1% 5.4% 3.5% 5.6%
30.2% 40.7% 44.7% 45.6% 38.4%
5.6% 8.8% 9.2% 9.4% 8.0%
43.5% 44.1% 40.1% 41.5% 47.8%
20.7% 6.3% 5.9% 3.6% 5.8%
78.5% 87.4% 90.2% 91.6% 84.4%
0.0% 1.3% 0.5% 1.0% 2.2%
4.3% 5.8% 4.2% 4.8% 7.2%
17.2% 5.6% 5.1% 2.6% 6.2%
54.3% 64.7% 71.6% 75.3% 68.2%
3.9% 4.6% 3.2% 3.5% 4.6%
20.7% 22.1% 18.9% 16.7% 19.8%
21.1% 8.6% 6.3% 4.5% 7.4%
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/
(541)
oy (429) (1.989) ) (1,017) 80
77.3% 88.6% 8L.9% 82.6% 58.4% 58.6% 715%
1.1% 0.7% 0.8% 0.9% 1.4% 1.9% 1.8%
10.8% 7.5 11.4% 10.3% 11.2% 12.9% 9.6%
10.8% 3.3% 5.9% 6.0% 19.1% 16.4% 17.0%
89.5% 8820 B2.4% 84,20 74 7% 73.2% 73.9%
1.0% 1.9% 2.7% 2.2 3.2% 2.9% 3.50
6.7% 8.6% 11.7% 10.5% 11.9% 15.3% 10.4%
2.9% 1.4% 3.2 3.1% 10.1% 8.7% 12.2%
58.6% 56.9% 25 1% 76.9% 37.7% 36.0% 33.1%
5.8% 4.4% 9.2% 10.0% 9.6% 9.4% 8.9%
30.8% 36.6% 42.5% 39.7% 416% 47.5% 45.7%
4.8% 2.1% 3.2 3.3% 11.1% 7.2% 12.4%
92.2% 95.4% 9L4% 93.3% 83.4% 83.9% 83.5%
1.9% 0.7% 0.6% 0.2% 1.3% 1.3% 0.9%
0.0% 2.3% 5,50 3.1% 5.9% 7.0% 4.6%
3.8% 1.6% 2 50 3.3% 9.3% 7.0% 10.9%
85.6% 82.5% 72.5% 78.1% BLA% 54.7% 60.1%
1.9% 2.3 3.6% 3.6% 4.3% 5.10% 4.1%
9.6% 12.8% 20.1% 13.6% 20.9% 24.0% 20.7%
2.9% 2.3 3.8% 3.8% 13.4% 8.2% 15 2%
17
2,418 55.3%
4,370 1,952 44 7%
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16 17

( 2,594 2,409
1,047] _ 40.4% 957] _ 39.7%
730 28.1% 679  28.2%
Dos 259  10.0% 215|  8.9%
62 2.4% 57)  2.4%
247 9.5% 209]  8.7%
398]  15.3% 343]  14.2%
IP 355  13.7% 280  11.6%
40 1.5% 37 1.5%
62 2.4% 57) 244
2336 90.1%| 2,034] 84.4%
2276] 8774 1,957| 81.2%
400 15.4% 332]  13.8%
507  19.5% 423 17.6%
48 1.9% 491 20.4%
21 0.8% 15|  0.6%
34 1.3% 39 1.6%
29 1.2%
458|  19.0%
137 5.3% 139] 584
128 4.9% 129| 5.4y
10 0.4% 10 04u

17 16 16 15
18
17
15 16 17
6,482 8,649 8,985

62.2% 56.9% 40.2%
18.8Y% 24.5% 18.6%
15.3% 12.7%
10.1% 6.0%
57.0% 48.8% 31.9%
47 6% 31.1%
7.3% 4.6%
3.4% 1.8% 1.2%
1.5% 1.1%
0.6% 0.3% 0.2%
0.2% 0.3%
2.3% 0.1% 0.1%
24.2% 35.3% 43.1%
13.6% 26.4% 16.7%
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15 16 17
732 628 606
56.1% 45.5% 32.8%
PC 12.6% 12.3% 8.3%
8.3%
6.0% 4.0% 2.3%
DoS 4.4% 4.3% 2.3%
3.7% 2.1% 1.7%
Web 3.8% 3.2% 1.5%
4.5% 1.1% 1.3%
1.9% 0.3% 1.3%
3.8% 4.5% 1.0%
0.1% 0.2% 0.7%
1.0% 1.0% 0.5%
0.4% 1.4% 0.5%
0.8% 0.3% 0.5%
0.3% 0.5% 0.2%
0.0% 0.0%
0.0% 0.0%
0.7% 1.0% 1.0%
374 36.9
1.2 9.6
15 16 17 18
212 356 592 946
35 37 53 37
158 303 487 855
19 16 52 94
15 16 17 18
17,425 52,151 54,174 44,840
407 594 515 331
172 401 593
16
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5,142 37.2%(1,915) 77.1% 34.6% 13.0% 11.6% 10.0% 8.3% 2.9% 2.9%
2,496 41.6%(1,038 77.7% 36.0% 11.5% 13.0% 8.4% 11.8% 3.5% 2.7%
2,646 33.1% 877 76.4% 32.8% 14.7% 9.9% 12.0% 4.0% 2.3% 3.2%
5,142 37.2%(1,915) 77.1% 34.6% 13.0% 11.6% 10.0% 8.3% 2.9% 2.9%
10 232 39.2%(91) 91.2% 40.7% 7.7% 11.0% 6.6% 8.8% 4.4% 0.0%
20 (1,315) 36.3%(477), 79.9% 34.2% 11.3% 11.3% 8.0% 8.2% 2.9% 2.7%
30 (2,005) 36.5%(732), 77.2% 33.1% 14.8% 10.0% 10.5% 7.5% 2.5% 3.3%
40 (1,090) 39.8%(434), 71.4% 36.9% 13.6% 11.1% 11.8% 9.4% 2.8% 2.8%
50 (500) 36.2%(181)| 76.2% 33.1% 11.0% 20.4% 11.0% 8.3% 4.4% 3.9
5,142) 37.2%(1,915) 77.1% 34.6% 13.0% 11.6% 10.0% 8.3% 2.9% 2.9%
(104) 49%(51) 76.5% 27.5% 15.7% 15.7% 7.8% 9.8% 5.9% 2.0%
(429) 42.7%(183) 80.9% 30.6% 1.7% 13.1% 7.1% 7.1% 1.1% 1.1%)
(1989) 36.2%(720), 76.4% 34.3% 13.1% 10.4% 11.0% 10.0% 3.3% 2.2%
(448) 47.5%(213) 73.7% 38.5% 16.9% 13.1% 6.6% 11.3% 3.3% 2.8%
1 01/7 31.4%(319) 73.0% 33.2% 15.0% 9.4% 10.0% 2.5% 1.9% 6.3%
(587) 34.9%(205) 76.6% 34.6% 13.2% 12.2% 12.7% 7.3% 2.0% 3.9%
(541) 39.7%(215) 87.0% 38.1% 9.3% 13.5% 9.3% 9.3% 4.7% 0.9%
15 16 17 15 16 17 15 16 17 15 16 17 15 16 17

1,115 | 1,150 | 1,701 || 22.2%| 20.9%| 15.3%| 47.4%| 48.0% 53.7%| 29.8%| 31.1%| 29.9%| 0.6%| - 1.1%

651 | 762 | 1,206 | 21.4% 21.3%| 17.6%| 35.5% 37.5%| 47.9%| 42.4% 41.2%| 33.2%| 0.8% - 1.3%

464 | 388 | 495| 23.3%| 20.1%| 9.7%| 64.2% 68.6% 67.9% 12.1%| 11.3%| 21.8%| 0.4% - 0.6%
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1,701 7.5% 23.9% 66.6% 1.9%
1,206 8.3% 23.5% 66.4% 1.8%
495 5.7% 25.1% 67.1% 2.2%
17
17
EC 140 92 12.9% 5.7%
EC 224 189 20.6% 11.9%
13 14 15 16
EC 34 46.3 774 102.7
5.0% 7.1% 11.2% 14.7%
EC 157 191
17
35 15.9 1.2% 2.4%
13 14 15 16
15 2.7 44 5.6
0.6% 1.0% 1.6% 2.1%
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