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KEIDOHEFE (NIST Cyber Security Framework)

NIST CSF (BEE1>I50Y1N-t+1VT1Zm LEE3HOIV—LT—Y)

® EBOPEMRBRREAKTFET . TN —tF 1T RO EZEMETEHI T DO DEELSOARRZMNIR T RI1>,
o KEEZ#MITAT (National Institute of Standards and Technology, NIST) H20144E (AR, 20244E(C56 2
hRZINTR

» 17 (Core) . 7«7 (Tier) . JOJ74IL (Profile) @ 3 EBZE=THEK

WE WE Hh7dV—
a7 R OIERENRERRIDRVLEOY A )(— woa EBOYAN—tTF1ITAUZRIIRSAT NS |« #EEORR
(Core) rEIT A ED—E (GV) R, HAfE, MUOORUS —HBESZ. BN B5R | © URIRRS AT NEES
) n - SINTLS, . 18, ST, 1ER
T47 IR A EMBIL L. #Bfz i o 25 % . RYI—
(Tier) (FRVEHMMERE (4E5F) ) - BE
e . N o HAN—CFIVFAHTIAFI-NAIIZSAT
JOI71) TAT7EQFHMBEEZANT, HEfoY (/- e S — T —— e
(Profile) tFIVFHERDOIIRIR] (asis) ETBE] 3 TR + —E1uT £ |+ BEE .
(to be) ZFEHIRBED, (ID) SNTLS, : g;gtzx»
B BBOTAN—FIUTIZIEER T | « IDEHE, BEE. 7R
oScope the Organizational Profile DIREWENMERINTLS, . Bm N -5
geR 1D, / (PR) o= = —
° ¥ s TAEFIUTA

TI3yRIA—LtFaUTq

& 4
& GOVERy A Q Gather needed information ‘ ,
‘ « BtiA>I50LSIISR

NIST =
E Famewor ; €)cro e oranimtiona o BED | PR RERUREOTMRES | - A0SR
: 6 Analyze gaps and create an action plan (DE) R, AT, - BEBRON
DETECT 2 . : PO BEIENTHA N —F 1T >S5 MBS 12T NEIR
6 Implement action plan and update Profile ‘ (RS) FBIEBNECSNTNS, O Ay
A _— 135S NHIBOREE IS 1=~ 33>
1235 NOERR
1 HAN—CFIUT11>S 7> NDFEZZ I 1237 MEIRSTRINZEST
ERTOTP VR Sis#e% 6 FAEICH AL &ln JAN L 2T L hOR (LT IO
T B S EE E S BAAENIST (RC) EERUVEBEOEIBMTON TS, 1237 MEIHDIZ1= -3
([CEDHRGERY (CERE SP-800%z& 07

(&88) IPABIERXEZE (https://www.ipa.go.jp/security/reports/oversea/nist/about.html)



KEDOHFH (NIST SP800) 4

NIST SPS8003U—-X

® SP800>Y—X(Special Publications 800 Series)(&. iEHBAFN T 1T K Z2EHIIBRICSEXELLTHAITRC
EEFIHREL T, NISTOOVE 13- F1U7 43R (CSD)(CEDIER SN A5 > X B,

> BREYICHIFRHA RS>

YAIRIRZIAY B EH

SP800-18 EFEIRS AT LADHDTF 1UTETEVER A1 R SP800-63 BT HERAECBIT RN RIA>

SP800-30 ITS 2T LADTZHDYRIRIEZS A MR

SP800-34 ITS T LADOTHDER DR ICETEA A R YAN-BEAVTIUSIVA(CTI)HE

SP800-37 [BERS AT AERBIREDIZDDUZRIIZS A NIL—LT— SP800-137 | &#EFPIFIRS AT LARURDIDDIERTF 1T HIFESR

(ISCM)
SP800-150 | HA/N—BEIBHREAEDHA K

SP800-53 EF AT BIRS AT ACEFHER 1T BIER
SP800-53B | fHIEEIBIRS AT LADIZHDEERN-I51>
SP800-60 BIERRNIEIRS AT LOILTECF VT DEEOIYEST S

(K YIS/FI—>

SP800-70 ITESZOREHOEFRNARFTVIUZNTOH S A SP800-161 | SAFALIBEDIHDTAN—-BTS54F1->-UXIEED
e

BEMG

SPS00-34 ITSZFLADHDE 2R IGETEA A R BEHINEERFHW(CUI)LFRE

SP800-61 11T NS HA R SP800-171 | EFEAFUINDI AT ALHIKICH T D EIRSNIIFIRI T
IEEROIRE

SP800-83 | RETSOISLA>SF> NSLE - SHiSHA K =

SIS AT A £OrSZH

SPS00-82 | EZAHIMS AT A(ICS)EF1)F(H/ R SP800-207 | €OMSAN—F5UFv




KEIDHEFE (Cross-Sector Cybersecurity Performance Goals)

B KETE EEADISBENR. FICR/NMEBAOARTHI ZIEEFEDRIBZZJEE(C. RIKBRONR—-Z54>£LTCross-Sector
Cybersecurity Performance Goals (CPGs)%&K7E.
B XI5R(&. NIST CSF ver. 1. 103 38R THRIREN. HEAXEDTAVIAI— N4 REUTEHEET DLI5%5TENTULS,

B HGHOME m HEDHE
EI=E e #4730 (Identify)
REEH 8 BB/ VIFEBEREROMS(CHIBIAI% BREEA RN, HEIBIIRYA N~ VT4 DU—F -y T, ITEOTOHA )N —t
BEREEUKRID L. F1UT/BRONE . BIAIOMESS DB, YTS5AFI— 2TV T Y MDRES
m CPGsld. BiENRYAN-tF1UTT0I5 L% % :t9IEH
RERUZEDTIZAL, HENEE T ZTENEEL 557 (P
VRHEIRO TS5 Tooh), BEA>I5HEEAK, il (Protect)
4;&2: MERN DRSO EERNLL T IAWNZD— ROZEE, B/I\D/RT—REE, RyhT-IE I T—3a> B8
o e
o OTHAN—tFIUFA N~ BATTSv/REES(E, IVOOEMIL, A7
GRS @ 2023735 KO/ 7yT. DI OINE. RERMESDEEELL. ARA>H—RyMOOTHER
REMM  m U N\—tt1U51-1>T5F1UF 4T (CISA) OHIfR % 5125188
ERAMSR W IRTOEEA ISR 1#&A0 (Detect)
X HAN—tF 1T ORRER, UY—2NREL TSI ‘ .
K DR T OBV E A S BIET ZBEKRUTPPOIRE 5H11BE
RELE W CPGSDTSITARERIERON-A51>%7RT *XJJt (Respond)
D BOTHD. [RIE |07 IR LN TV . .
AU {237y NRES, IS8 MR, SECURITY. TXT J7/LOfE =t31EH
X PEECENTAREHTOWVTIE. BIENIST CSFICH 1|
Bl CSF7(7 1A BIBT 3L ZENEZBN B, 1€I8 (Recover)

137 NTERUEE 51118
[H#8] Cross-Sector Cybersecurity Performance Goals Ver.1.0.1(2023-03) [#1ERIR]
https://www.ipa.go.jp/security/controlsystem/t6hhco000000h8g5-
att/CISA CPG REPORT v1.0.1 FINAL JPN.pdf




KE DM (CSET)

B CSET(EKCISANMRH I DERN-ROBE CZIY—ILTHD. FIAE QY -ILOHA M >TEHOMH] - WHRIRTICE IS
BRICEZEID. BREEERIOGERUZEF )T HIEPOIL - AT I(CEDVWTEEIEMIN S,

B CSETHMICTIRERE% (1512%) (C(ICPGsbEFINS.

m =

Y- OWE

v’ CSET(SHERDF1)714KH 2 B S il I 2D ERL T DL
S EIERRHEEEZ A D,

v SHlEME(CTREEDERULOZ T, HXREECCULER(CE
%‘:?50

v CSETHMICEIREREAE (1512F) (C[ECPGsEEEN S,

tHaE shEA
ICS/OT-IT#&FH i ICSYSCADAZFDHIHIS AT Le REITRY

D—"% — &5l

M RIRILZ I SERIICYes/NoEIEL . BREII(C
SHHIZRIED o

EIEFERNSREME - AR RZHMBU. H#
BERERR.

NISTPISOFDFBEAEZARL. BIRLE
(SR> CEHmELE.

A7 Fv— MBEEMEHRIANEDRES
ZEEERN.

BEEA MY N - JtER R ZY — )b £ THERS -

BRR-ZOEIIT7EAAT b

FryT D iERE

FAETL — WD =3It

LiR—RERkERIFRAL

FYNI-IXiREE - BEA>

NNJ B,
SSPEHEIZNAINA A O+ 1UT15HEE (System Security

Plan)z B &4 Bk

IR B OB/t MeAERREIRE. S2Y AXTR
FOFED 1)L

EZ31-)LEN - KRS LT

v CSETIZERBN-ZADECSEZIMY—-ILTHh. FIBEEIXY-ILOHA
RISE>TELOAT] - FERIARICEET 2 —EDERM(C[EE T .
BRIEFIOEIRUF 2T RABTIL - AT - I(CEDNVWTH
EEMIND,

Access Control - Standard Questions

Access Agregments ~
Do you have any access agreements (formal or informal) for third party access to your system? Access agreements
include nondisclosure agreements, acceptable use agreements, rules of behavior, operational or service level
agreements and conflict-of-interest agreements

Yes “ No NA

1 Are appropriate agreements finalized before access is granted, including for
third parties and contractors?

{ ves " No “ na || An [L]

!l ﬂ w é i“ C‘i} ﬁ Reviewed

2 Are access agreements periodically reviewed and updated? ‘ Ve |
es

e 5] (B

u' 6 w é i“ @ ¢ Reviewed Evaluation




KEIDEHE (Facility Cybersecurity framework)

B Facility Cybersecurity framework (FCF) (&, KEIRINF-EFEMEM TS NIST CSFICEMLIZH A /N—tF1U71UR
NEIBDHEEZFBEITIE MY —ILTHD. NIST CSFOEFE I DME(CHT T DR EARITICEE T DM (FI : STRICESE
/LI : #IRENE/PI : BB BVICSEM/MI : REH)ZITHE 3 EN IR,

Y- OWIE

v FCF(Z. KDoEFENMEMT BNIST CSFICEEHILIZE 2FHImY —ILTHD AREETIVIAVWE TEHMBZITHEDBOTH D,
v BIFZENIST CSFOIL—AT—=)A7(CHISUI 100 B OIS T MR ZEL T OLIIC, FI/LL/PI/NID4DHSERL TEIE TS,

FCFOEIE EE IR RDERT
FI Ll Pl NI —_—
Fully Largely Partially Not ﬁﬁ E§
Implemented |Implemented|Implemented|Implemented R N . _ R
FeE(CENE(FI) B RYS —DRIESNTHD, SESNIIN)S — (TR TR
[Z 1. Networks and network services are IGhZEEENTLS,
monitored to find potentially adverse events [ ?E%%D\EUD% —CB;h-\ %’ﬁ:‘%ﬁj(b\éo
The federal facility monitors networks and
AEGipI s ce D etoct pot Al doverae BARSEAE(LL) B RENRBMEINTHD. EHSNITTEHAE>TEA;MS
events. Continuous monitoring helps identify ﬂ'Cb\ 5
and respond to threats promptly, ° _ N
maintaining the security and integrity of the n (:o)'fq:(t__j L\_CE'EE%ED}E% d’éb\b \Eb\o
network infrastructure.
_ BBOEVICEGE(PI) | W FHEOBICEESN TS,
Implementation Notes > n 7'5$+7J‘T?T:T:L/7Zib\o
B SEELLTEDHTENENVZ,
REENE(MI) B EERICEATONTORL,
B BEEYBSENMFELIRLN,
B AFEBETIEEENEIDS TSN TR,

[ #2] Facility Cybersecurity
https://facilitycyber.labworks.org/
User Guide to the Facility Cybersecurity Framework (FCF) Core Assessment
https://facilitycyber.labworks.org/media/User%20Guide%20t0%20the%20FCF%?20Core%20Assessment.pdf




HEDHUE (Cyber Assessment Framework)

B Cyber Assessment Framework (CAF)(&. ECEAT. EEA>ISF2WRICUIHETHD ., YA N\—tF1UT(URVEE
TERKINE4DNOBMCHIET 2 14DRAZIERL. [RAIBCEAN(CEmINEZIEE (IGP)ZHR.
B IGPOERARTICED, [RRIOERIRTE(E. 112K [BPDBNER]. [FRIZRK IDWLWI NN EEENS.

B HGHOEE B REOHE
v V(X Fts FAIZIERU. [REIE(C Eo
% | o DOENICHIETS14ORAERRL. RRISICIGPEARE
REBED m ERNS BN —tF1)FT1ELSUID R %ET BHBA : tF1U7(URVEE
YA\ —BENSRETBE " W _gh ki
HHIB : IN-I4EE(CTD
SREER W 202548F XEENE(v4.0) DR ‘ ‘
— ———— —— H—E2REARYS — - TOCR-FIE, TAF2T471 - PIEREE, F—tF1Y
Efbf W ERY\—F2)71>5-(NCSC) T4, YZFLCFINTA FYNI—DESZF LOLSVI R, RELE ORI L&
ERMR W EC IR, EEE#, FIAT5, K SR 16/
HEODTF TERY-CAZEE I 5101 BIC : AN\ —tF1UT(BRORA]
XteRmE_E B ERINERRSENZEERDIBER(IGP)(CHED TFIUTER. BRI \>T>7 5T2RE]
DO{LHAHH WTHED. IGPOEMARITICKDBR R DIERARTTIE ] N s e
T 3TERE(C 4N . BMD : YA N\—tF1V711>>7> D& /ML
v RIERK : BERARIZE R DA RO BB Y IR 4F ] - EIROETEL FEI0FE 5t25RAl
(CE%=H
v BBIBYIERL : [EBIRYERL I DIBICEREN v RABOIGPIE. FERK. BPIBUER. EREVSIDMECTURR.
e 2 TER .
v EH - LR ORSCER e TE |
/57 T D1 N [EBSIEOERY (LB [YERR I ER
BUFIRTZEN BUFIRTZEN
[HHE2] Cyber Assessment Framework 4.0 B URFHENBRTELEE | m HARJOTR(CEIDURIN | B ARTOTACLDURIN
https://www.ncsc.gov.uk/files/NCSC-Cyber-Assessment-Framework-4.0.pdf OREFECEDIVTORN YETE. O, BSEIERL $EE. O, BFCERT
https://www.ncsc.gov.uk/collection/cyber-assessment-framework " - D, EEENTL3, JiF, BEEINTVA,
m - " -




#ZEDHEHE (Cyber Essentials )

|

m Cyber Essentials(d. —figBy2 01 /\-IRENSDRAEHZ
SETRRHEA T, BOEEZN-ALUIRENDE., 5 =ERCL MBI EERZ1T56MD(Cyber Essentials Plus)Zs%l T3,
B ERFIALUTE, 27486k, FIRE7ILAHE, WIVI1T7RE. tF1)77vT7—MNEIR, J7( 7 IA—-ILD5D%ZIRTE

=5
ICNAUR

(CEVRIRROERFEIAZERL . BTH RSN HIEEEFZER

B REOHIE

|

B HGHOEIZ
IBEE% iy
FEOCEN m —RANAHAN-ENSHEBCEEDT -2
CtERIRIIRIRBROERBIHOERZ(EET D
(—_’.to
FtatFH W 2014568 XEXRBIREFIEHENRE
E3FER s B FIEAE | RIS R-S3 A (DSIT)
B Tz ERYA//\—tF21UF117>49—(NCSC)
M FAXTER B H5WBFME R U EFDFER
xteRm_E B ERFBIEIHETR-AT 2 RIEDTHOEE
OftHHH ESNTORWVA, _EAIDFREEX 73 (Cyber
Essentials Plus) CIZEkBIAETZLDE VEE
THER I 218 BUSICHIEDIR M EE B % 2112w
ENHd.

[H8]] Cyber Essentials
https://www.ncsc.gov.uk/cyberessentials/overview

Cyber Essentials: Requirements for IT Infrastructure v3.2
https://www.ncsc.gov.uk/files/cyber-essentials-requirements-for-it-infrastructure-v3-2.pdf

TF1748R%

v RERT7HIZNHIBRLU, T4 M BHEAS H12) (AT - R ZEE I 5L
v UREROJ A @GR QIR OV I DHHEAEEATHE &

MAET 7T

v I3URS-EZFIARICS BRI HEAT 3L

v (20— REBFECHEVWTEZLRE0(] : SHIL ETRIRBE0ZBET0Y))%F
As3cE %

NI RE

v BREENOETORBEATILII7REHBLDIL

177y TT - MEIE

v ERESEHEAOELE EOYINITT NS EIKREEHIBRI DI
v BEARMEEE4E))-ZA 8148 LIRICIEIET 3L F

T7AT7IA=)

v BRSBEANOETOWMEZIr17IA—VEFCLVRET DL
v IPAT7IA-NFEBYIGRES B F




S DE#E (Essential Eight Maturity Model)

W Essential Eight Maturity Modell&. B4 /\—-BRIN 5Bz RET DILHDEREINERPEEZE LT, /\WwFEA. /\vFEH
32T I, ZERBIIEDS DB R RIS EIFE.
B 83DMDMEFHZENENICOVT. 3EEENSRAMFE LN D BRI R ZIE R

m BGAOHIE B HAEOHE
BE | - v 82D ENTIU—ITDNT. 3DDRKRIEL AL LT E R IR,
RN W LRS- BENSEREEET DRt OSBRSS,
R R AR T BT
— HE1 : HRTCOA SO —EZADRESS! > % (519
= B 2023F 118 X ROAM BRFAEL : HIRTOAS I Y —EXDMESEMEAF> & (51914)
SETERARY: m EMYAN—tF1UF71t>45— (ACSC) —— BEE2  BIR-MINASSAOY-EXDHIBR & (5T114)
EAXTSR B HSDBFNER U EFOFEKE L RREAE3  HIR—MINORET VT —33 08I & (5H134F)
SEELE U TOLSICABRBORAE S TS ———
DK v BEELAILO ¢ MBS AOY AN —tE 17 N\YFBRZAT A
BESN RS h i BIREE

2 . e . ZERPET

v RBELAILL | E AN R
EE Y BB BB EEE AL = .

v RBEELAIL : LAl 1E B TI=(E 240D el
EEREEL. V- OB N B
EEADNTL

v RBELAILS | ESEREC. ARY—ILbE
SEADIKEEMEVWEEOHIWNEEADNT
m

EHAR ) \WwH 7S

[H#]] Essential Eight maturity model
https://www.cyber.gov.au/business-government/asds-cyber-security-
frameworks/essential-eight/essential-eight-maturity-model




EUDERFE (NIS21E%)

B NIS2(3. FEEEARRUVEBRERENRIC. 13T NREREELZTEOHICLICNNZ., B21ETIRIEIBBEDXEN %
K&HTLVD,
B UAVEBEE(CL. SATLAEFIVFT(CBT R A 1237 MG Y54 F1—>0tF1)74E010I8EN S EN .

B EGEOEIE B HREOWE

EEE | e v EB21ILCTUT 10IEENSRBURV BIREBORIME RDHD.
. v FIEBEEQG. EIEECTEBCUGEHIEEN TS,

\

REBM B Aol - BFFN(CEEREENZB51 > I35 {RE(IC
BFBZTAIN=URIOEREXT ISEEF DE)_E UZISBLVIBIRS 2T L+ 1T /(RIS 2548t
B XM AR THR—SNF 1T EEDMENT
— : S URISMTBLPIBIRS 2T L F1U54(CRIT B 755t
EEEA B 20244E108 XNIS2ESHEHT t FATAERLA
HRIELRR B EU XFINEBEERICTEREE 13- Bt -1ER
EAXTSR [ IE%%&& AT NS
(TRILE—. B, BT, SRTIEAT5. ALY : .
7. BRRIK, TR FIANAST5. AL, F ) 7yTEIR, SEERIR. HERREDBRM
e
B EEEGk BS54 F1—>0tF1Y74
(EBE-Efic. EEVEE. (tF M. Bm, HEX S27 LAOEE. BI%. RFICHIFBE1T4

(EEHEds. BEIES). 7207015~ HR)

X eRME_E m AFCRL
DL H EARNRYAN—BEOEEEH AN -+ 1UT(FHE

[HE8] NIS2 Directive: securing network and information systems E=SDEAICEEIZAEEFIE
https://digital-strategy.ec.europa.eu/en/policies/nis2-directive

NIS2 Directive Final Text =, = 1A S — B EERST
https://www.nis-2-directive.com/NIS 2 Directive Article 21.html AOEFLUTA, PICARIENI> — AEERE

NIS2: Commission implementing regulation on critical entities and networks
https://digital-strategy.ec.europa.eu/en/library/nis2-commission-
implementing-regulation-critical-entities-and-networks
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