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KEIDOHEFE (NIST Cyber Security Framework)

NIST CSF (BEE1>I50Y1N-t+1VF12mLEE3HDIV—LT—D)

® EBOMPEMRRRE(AKFET . TAN—tF 1T RO B2 EMETEFHH T DO DEELSOERZMR A RI1>,
o KEFEZ#MFTAT (National Institute of Standards and Technology, NIST) H20144E(CHAR. 20244E(C56 2
RZINTR

» 17 (Core) . 747 (Tier) . JOJ714)l (Profile) @3 EBZE=THERK

e e HF Y-
a7 OB RIRZ EHDRVHIEOY /(- woa EHOYA/—CFIVFURIRRIA NG | - B0
(Core) tE YT O—E (GV) iiliﬁ&ﬂc\?g RUONIS—h'HEIZ, [EX. R | - ?’“7:%75;7{)(?@']3?%
o * <&l B \
T47 PO Ly e U AUNE I2E i 2 o e =922 . AU~
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e — P DR DT/ o BAN-EFIVTABTSAFI-NRIIRIA S
7 T4 )V FDET 7 NRE=0 - o ) > — ] o e e
(Profile) | TFIUTAIROIER] (as is) LTEHE] el BROREOI el AR | - FETRE
(to be) EFELHIED. (ID) ST, : EJ&Z;J) ZAV N
2 il EBOYAN—tF 1T IRIREIRT B | « IDEE, BE. 77
~ 0 Scope the Organizational Profile ‘ (PR) DRESENMERINTLS, . B LN -
o O 4 S A% =U
Y Gather needed information ‘ o JIyhIA—-LtFIUT1
NIST B> I20LS U2 R
a Cybersecurity g Create the Organizational Profile ‘ 1T HA 1T I R RO e R %&ﬁﬂ@%ﬁ
£ Analyze gaps and create an action plan‘ (DE) FER. pEnTLs, . BEEZRODMN
=/ + = (— AT NE SIFUNE
PETECT 6 Implement action plan and update Profile ‘ i?gj\s) ?;Egg%%ggn%f\gjj—{{//j—/ Mok . :r(;;;; tﬁgﬁ;%
X Repeat.. D S [t =1 Bty MY
o ASTORDER,
N " " 1 BAN—CFIUTH1>37 > NOFEEZ Iz 1227 > MEIREHEIDRET
HETOT VAR, 5% 6 TARIC L, s JAN eI 2T g TN
syt ¢ agifeaiiy B AKIRZSIINIST (RC) BENRUEBOEIRNMTHN TV, 12257 MEIBOIZ1=—-33>
(SO R (oS SP-800F%Z&H8

(B88) IPABRERE (https://www.ipa.go.jp/security/reports/oversea/nist/about.html)
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® SP8003Y—X(Special Publications 800 Series)(&. :EBBFNTF 1T X RZEM I ZRCESEXELLTHIAHTSC
EEFIHREL T, NISTOODE 1—41F1UF1ER(CSD)ICEDIYERRENZH 15> X B,

> BREYICHIFRHA RSP

URIIZT AV B 525
SP800-18 | EIBIBIRS AT LADIDOEFIUT(SHEVERAA R SP800-63 | BFMEREHCETBH(RI1>
SP800-30 | ITYAFADESHDUZRIIFIAY MIA K
SP800-34 | ITSAFLDHOBEREIGETEHA R SAN—BBA>TUSIYA(CTI)ItE
SP800-37 | 1B AT LALABBDIDDURIIRTAY NIL—LT—H SP800-137 | :EFBIBIRS AT AR UMBRODOIEIRTF 1T HEER
SP800-53 | SEFBAIEIRS AT LA BIEELF 105 (BT o __
SP800-538 | MBMEIAHS 27 LORHOBIERA 251> oP800-150 | YA AmIRHARONAT
SP800-60 BRRNERS AT LADF1TEEF 1T 3FEOIYE ST H -
PN YISAFI—>
SP800-70 ITELRDOHOE R LB FTvIUZNTOT S A SP800-161 Zﬁghtﬁ%ﬂ%ﬁﬁ@t&)@ﬁ’(/\“—'ﬁjf'f?:l—)'UZ’]%fEU)
=
E=E 313
SP800-34 | IT3 AT LDIDOBREBEMISETE A R ERIASEERH(CUI)RE
SP800-61 11T RS HA R SP800-171 | E@IBEAFLIINDS AT AEHBRICH I D EEENIIFEAIT
SP800-83 | RIETOYILA>SF Y NBLE - SHISHA R BHRORE
B 2T 4 €05
SP800-82 | EEZEMHIHISRTA(ICS)ZFaUT(HAR SP800-207 | EONSAN—F70Fv




KEIDHEFE (Cross-Sector Cybersecurity Performance Goals)

B KETE EEMVIIEER FICH/NEENADARFI BIBEFDOZIEZXERC. RIEPROR-RX54>£LTCross-Sector
Cybersecurity Performance Goals (CPGs)Z&RTE .
B 5K NIST CSF ver. 1. 10D FR(Sa>THRE/REN. HEAXXEDTAWIZAI— M1 REUTEREET DLI585TSN TS,

B HUGHOMIE m REOEIE
E=E e 3 (Identify)
REEH  m BRAISEBCKEROMSISIITIII%E BEA>ARY N B RY () —tF 1T DY —-F -2y ITLOTOYA /-t
BREERI L. F1UT1BIROUE, BEAOMESS OB, HT51FI1—>TO1>S T MOIRE
B CPGsld. BIENRYAN-tF+1UT1T0I5 L% % Ft9IEH
RERUTZED TS, M RE T B ENLEL —
WEHEBRD TSI A ToD, BEASITBELR, i) (Protect)
ﬁ‘fg”” VEISADIRBIE RS O EZERICL SN AT~ ROEE, BIND/ T~ K. RyNI— eI AT —33Y, BB
o SRR
p— OTHAN—tF2UTA N —Z2) BN TISv1ILBEES L, X00EME. 27
EEH W 2023537 L0/ 7yT, DI DI, RERBESORGELL, ARAH Ry MOOTHES:
SREMRM  m YA\ —EF1UT (> TSEFIUTAT (CISA) Ok F 5125188
ERMER W IRTOEBACTISHEM 1RA (Detect)
X HAN—tF 1T ORFER. UY-ZNREL TS : .
. AN TORVERESD RS S 3 BRRUTPPOMRAN 118
MEREE W CPGSOTFIT 1 AIRAKBON-ZS1> %R it (Respond)
OALHHH BOTHN. [RRFE IOHFT TR LS TL : .
2O, 1237 MRS, fE8814ERE . SECURITY.TXT Jr(LOE 531EE

X PEE{LENITARFEA (T DOV TIE, BIENIST CSFICH

3[CSF(7 BB 3T LENE 25N, £/ (Recover)

1237 MTERUEE R 511188

=\
m

[HE82] Cross-Sector Cybersecurity Performance Goals Ver.1.0.1(2023-03) [&¥ERR]
https://www.ipa.go.jp/security/controlsystem/t6hhco000000h8g5-
att/CISA CPG_REPORT v1.0.1 FINAL JPN.pdf




KEDEFE (CSET)

B CSET(EKCISANMRH I DERNR-ROBE S ZIMY—ILTHD. FIAEBE QY -ILOHA MIa>TEHOAES] - W HRIRRICE IS
BRICEZETD. BREEERIGERUZEF )T HIEOIL - AT I(CEDIVWTEEIEMIN S,

B CSETHIGEIREREE (1512E) (CEXCPGsHEFN 3.

m =

Y- LOWIE

v CSET(FEIk DO+ I1UT1AH 2 B S5HII 2D ERLL T DL
SRBIENBIEEEZBAD.

v FHIEME (CTRERERULOA T, HREECCUERICE
&9%.

v CSETHXICEIREREAE (1512%) (C[ECPGsEEEN S,

HRE E1L
ICS/OT - ITHi & T ICSYSCADAEZFDHIHZ AT L BEEITHRY A

0 —"% —$EsHil.

BEN-ZQTINITT7EAATE | MR ZESERICYes/NoBIZL. ERFERIIC
FHHZRIED o

EIEFERNSREN - A+ DRI R, HE
BERERR.

FryTatheERS

NISTYISOEFDEEEEZAREL. :ERULE
#(Ta> CGRHmEE.

SAETL — AT — I3

A7 Fr— MEEEAENRIANEOHRES
ZBEBERK.

LiR— MERRERIHRAE

RYNI-IiREE - BEA> BEEVAMORY N -8R E Y — )L L TYER -

N>R s,
SSPETEIZENAINA X ) Ao+ 5EE (System Security

Plan)z B &4k .

ED1-ILEN-DRILFHE | HEIRE OSBRIy MR PIEE. I2Y AXIR
FOFED1-IVRM.

v CSET(IERIR-Z0B S ZY—-ILTHh. FIRERY-ILOHA
RS> TEHOAKS] - W HRIRICRIT 2 —EDER(C[EIE T,
BREEEFSERULEF1I)TAIE IV - AT -ICEDVTH
BRSNS,

Access Control - Standard Questions

Access Agregments ~
Do you have any access agreements (formal or informal) for third party access to your system? Access agreements
include nondisclosure agreements, acceptable use agreements, rules of behavior, operational or service level
agreements and conflict-of-interest agreements

Yes “ No NA

: > agreements finali efore acce s g ed, in ing fol IS g z i )
1 Are appropriate agreements finalized before access is granted, including for ‘ e I Mo NA Alt I L] I
third parties and contractors?

!I ﬂ ﬂ % iﬁ cp? ﬁ Reviewed

2 Are access agreements periodically reviewed and updated?

‘ e |

No NA I [I"I

u' 6 u é iﬁ @ ¢ Reviewed Evaluation




KXEDEWE (Facility Cybersecurity framework)

B Facility Cybersecurity framework (FCF) (&, KEIIRINF-EFEMEMH TS NIST CSFICERLLIZH AN\ —tF1U71UR
HDEIBOHEEZHBIIT 2B 22TV —ILTHD. NIST CSFOTERE I DRR(CHT I DX ISR CEE T 25T (FI : STR(CEHE
/LI : #IRENE/PI : BB/ EYICSEM/MI : REH)Z1THESENAIEE,

Y- OWE

v FCF(Z. RDoEFENMEM I BNIST CSFICEEHILZE SFHImY —ILTHD. AREETIVIAVWE TEHBIZITHEDHOTH D,
v BIFZENIST CSFOIL—AT—=II7(CHISUIZ100FHB OIS U T AR ZEL T OLIIC, FI/LL/PI/NID4ADNSERL TEIE IS,

FCFOEIZE HEIRRDEZS
FI L PI NI =
IFtu ’ Llarge\y ’ P‘amaHy ’ | Not ’ ﬁﬁ E§
Implemented |Implemented|Implemented|Implemente:
SeE(CEAE(FI) B RYS—DEAFESNTHED, BRESNIIRIS — (A TR
[ 1.Networks and network services are ﬁﬁb‘%ﬁﬁéﬂfb\éo
monitored to find potentially adverse events u }E% %b\%“ D % 'CB*‘L . %ﬁ'f{c%%’)(b\% o
The federal facility monitors networks and
network serv‘ices to detec‘t thentialb/ ‘adve.rse $EE@¥BE( LI) u %Eib\gﬁén-cagb . A—HE&)BHEHEQEI-(:'TED_C%BE&
events. Continuous monitoring helps identify ﬂ'C 0\ 5
and respond to threats promptly, o .
maintaining the security and integrity of the u :G)'ﬁ:(:j L \_CE'EE;&E5}E% %D\Lv@b\o
network infrastructure.
BBOECEAE(PI) | W BHOBYCEMBSN TS,
Implementation Notes > m ﬁﬁTD‘ﬁEb@b\o
B SEBHLUTCEDEHTENENVR,
RENE(MI) B ERRCFATHNTLRL,
B BEhEISSEMFIELRL.
B AFZEHIIEEENEIDZE TN TR,

[H#8] Facility Cybersecurity
https://facilitycyber.labworks.org/
User Guide to the Facility Cybersecurity Framework (FCF) Core Assessment
https://facilitycyber.labworks.org/media/User%20Guide%20t0%20the%20FCF%20Core%20Assessment. pdf




HEDHFE (Cyber Assessment Framework)

B Cyber Assessment Framework (CAF)(&. ECEAT. EEA>IS5F2WRICUIHETHD ., AN\ -tF1UT(URVEE
TERKINE4DONBMICHTINT D 140RAZIERL. [RAIBICEARN(CEMINREZIER (IGP)ZHAR.
B IGPOERARICED, [REIOERIATE(E. 112K [BPDBNER ], [FRIZEM IDVI NN EEENS.

B HGEOHIE B RAEOHE
‘/ \L—_‘l\\ /\/Esl /_\ \/\E\I/_L—_ r_._|o
BEEL | 1= 4D0BMICHIST 2140RIZIRRU. [RBIE(CIGPZIRE
REER  w R ETOSAN—tF )T EL YIS 2 %EST BHHA : tF1)71URIER
'ﬁﬂi'ﬂ&%b\ 13‘*(/\—')7\’]’&%:5@[/\ E%U—tl’é’: b}\j_\x UX’]‘EL‘_&E ’xfi‘m—‘fﬂ -U-j’—,fa: _~ 51'4}?5”
YA\ —BENSRES B " ’ § ‘ ————
HHIB : IN—IGZE (TN I BIRE
SBEEH W 2025488 XERFMR(v4.0)DAR ————— : .
P : — - . Y—ERER)S— - TOCR-FE, TAT>oT1474 - POERHE, T—5tF1Y
SRIEMERE W EXRYA(/N\—tF1)571>5—-(NCSC) T4, YT LEFIUTA, FYNI-DESATAOLSUIVR, (B ORHE e
BRGNS W IS BB EEH. T3 T5. | 3l STERR
FEODF CEEY A2 EZ I 57 B#C : AN\ —tF+1UT1BHRORK]
xFeRm_E W EMNINERRIIEBNEIRDOIEZR(IGP)(CHED TFIUTAER, BRI/ \> 71> 2R
DALHEH WTHD. IGPOERBIRTICEDR R DIZERARTIE ] . s =~ e
J/XT3$§¢E(Z%¢E3“50 EE’]D 3 "j-’f}\ t—T—lUT*f’f//T/F@&-/EEE/J\'ﬂS
v RIERK 1 FERIRIZERK DR EREY B AR AR MG - 1EIHDETE, BENDF2 512RE)
(CE%=
v BBDBYIZAL : [EBDBYEALDIHICERSN v EBIBOIGPE. FSER. EPIHER. EREVS3D T TIER.
FeiEEZ 2 CER -
VR ER ORI RSN ISR TE
B% LT D128 Fhissy [EBSYHIERE (OB MR (CAER
BITFIRTZENE PUFIRTZE
[E#8] Cyber Assessment Framework 4.0 B UZZEHENRERERZR | W #HRTOTRICEOUZIN | B HRTOEZ(CLDURIH
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NIS2: Commission implementing regulation on critical entities and networks
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