
Overview of the Common Cybersecurity Standards for Critical Infrastructure

 Traditionally, the level of cybersecurity measures has varied across sectors and operators.
 To address increasingly severe cyber threats, such as state-sponsored attack campaigns, it is necessary to raise 

the baseline level of security measures across sectors and operators, and further enhance risk-based initiatives in 
each sector.

PDCA Cycle for Government Agency 
Measures through the Common 
Cybersecurity Standards for Critical 
Infrastructure

• Strengthening Incident Response Systems 
• Development and Dissemination of Safety 

Standards, etc. 
• Strengthening Information Sharing Systems 
• Utilization of Risk Management
• Strengthening the Protection Foundation

Cybersecurity Strategic Headquarters

Government Agencies

③ Identification and 
Analysis

④ Evaluation and 
Improvement

Common Cybersecurity Standards for Critical 
Infrastructure

Critical Infrastructure Cybersecurity Measures 
Promotion Council

① Formulation of Implementation Plans
② Implementation of Measures Based on the Standards

Critical Infrastructure Operators, etc.

Promotion of Voluntary Initiatives Based on the 
Action Plan for Critical Infrastructure
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